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p q n = pq
n p q

KG f f�1

⌘
KG ⌘ pk sk

pk sk D fpk : D ! D
f�1
sk : D ! D



KG ⌘
KG ⌘

pk sk ⌘
Firmar m

sk x Firmarsk m
V erificar pk

m x V erificarpk m x

pk sk
m V erificarpk m Firmar(sk,m)

M
S h : M ! S m 2 M

Pr[h(m)] = j = 1
|S| j 2 S



skA
ataque adaptativo de texto plano elegido
pkA

m x V erificarpkA m x

{m1,m2, ...,mk} m x
m /2 {m1,m2, ...,mk}

(mensaje, firma) V erificarpk(mensaje, firma)

t qH qS ✏

t qH qS

✏

ZN N
N [0], ..., [N � 1]

Z Z⇤
N

ZN

N = 18 Z⇤
18 = {1, 5, 7, 11, 13, 17}

N = pq p q
P C

P = C = ZN K = {(N, p, q, e, d) : ed ⌘ 1mod�(N)} �
N

N
K = (n, p, q, e, d)

eK(x) = xemod(N) dK(y) = ydmod(N) x, y 2 ZN



N e p, q, d

eK(x)

d

N = pq
�(N) = (p � 1)(q � 1) d

d
eK

seguridad demostrable

one � time pad c = m � e e

e c0 = m0 � e
c0 � c = m0 �m

one�time
pad

seguridad
reducible

P



P

G0 G1 Gn G0

Gn

G0



G bandera de falla falso
verdadero falso

bandera verdadero

GA GB

bad
falso verdadero

O m
y T L

y m
O

GA

GA
4
=

L [ ];
bad false

O(m) 4
=

if m /2 dom(L) then
y $ T ;
if y 2 L then

bad true;
L (m, y) :: L

return L(m)

GB

GB
4
=

L [ ];
bad false

O(m) 4
=

if m /2 dom(L) then
y $ T ;
if y 2 L then

bad true;
y $ T � L ;

L (m, y) :: L
return L(m)



verdadero

GA GB

O m
O y m0

m0 6= m

G H
G H

Pr[GA ! 1]
G

Pr[GA ! 1]� Pr[HA ! 1]  Pr[GA ]

bad verdadero

GB

y L

G
H

Pr[GA ] = Pr[HA ]

O m
y T

Glazy y
Geager

y0 O
m0 y0



Glazy

Glazy
4
=

L [ ];

O(m) 4
=

if m /2 dom(L) then
y $ T ;
L (m, y) :: L

return L(m)

Geager

Geager
4
=

L [ ];
y0 $ T ;

O(m) 4
=

if m /2 dom(L) then
if m = m0

then y  y0
else y $ T ;

L (m, y) :: L
return L(m)

A
Glazy Geager

Pr[GlazyA ! 1] = Pr[GeagerA ! 1]
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I ::= V  E
| V $ DE;
| if E then C else C
| V  P (E, ..., E)

C ::= skip
| I;C

V P
DE



` c1 ⇠ c2 :  ! �

c1, c2  ,�

 ,� ::= e | ¬� |  ^ � |  _ � |  ! � | 8x.� | 9x.�

e
h i h i

` G1 ⇠ G2 :  ! �
G1 G2  

�

m1,m2 m1  m2 G1

m1 G2 m2 m0
1 m0

2

m0
1 � m0

2

: G1.f1 ⇠ G2.f2 : Pre! Pos

F G1 G2 f1 f2
G1 G2

Pre Pos

res
resh1i G1.f1

resh2i G2.f2

x1, ..., xn xi

x1, ..., xn

x1h1i = x1h2i, ..., xnh1i = xnh2i



alt� ergo simplify

derandomize c
s c0 c

(s; c0)
rnd

rnd x y a

a x y

rnd a a
pop, push, swap
inline
case inv

inv
inv

¬inv
app x y inv  �

G1 = A1XB1 X x A1 B1

G2 = A2Y B2 y
 

inv A1X A2X
inv �

B1 B2

inv

trivial, auto



G1 G2

bad F

G1 G2

F



4
hash � then � decrypt

m y = Hash(m)
x = f�1

sk (y) x
m fpk(x) Hash(m)

m

H : {0, 1}⇤ ! Z⇤
N

� = H(m)dmodN
H(m) = �emodN



SignFDHN,d(m) 4
=

y  H(m)
return yd N

V erifyFDHN,e(m,x) 4
=

y  xe N ;
y0  H(m);
return y = y0

f
pk sk

m 2 {0, 1}⇤
f f�1(sk,H(m))

m �
m � f f(pk,�) = H(m)

KG, f, f�1

Gn H

Gn

KG(n) = (pk, sk) KGf (n); return(pk, sk)

Sign(sk,m) = return(f�1(sk,H(m)))

V erify(pk,m,�) = return(f(pk,�) = H(m))



qH H qS
Sign

m

✏
✏0

✏0(k) = Pr[(f, f�1) G⇤(1
k); y $ {0, 1}k : I(f, y) = f�1(y)]

k
f

G⇤

f y
f

x y f x
y f ✏0(k)

q�1 q = qH + qS
q k

G⇤



(t0, ✏0) t qH qS ✏
adaptativo de texto plano elegido

t = t0 � (qH + qS)Tf

✏ = q✏0 + 2�k

Tf

f

qH qS

✏ t
f

✏0 t0

✏0 � (qH + qS + 1)�1✏

t0  t+ (qH + qS)O(Tf )

Tf

f
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existencial adaptativo de
texto plano elegido
qH qS

(m,�)
H(m) = fpk(�) m

m
A

KGf L
S

�
m

fpk(�) = H(m)
m



GEF

EF

4
=

(pk, sk) KG()
S  [ ];
L [ ];
i 0;
(m,�) A(pk);
h H(m)
return h = fpk(�)
^ m /2 S

H(m) 4
=

if m /2 dom(L) then
i i+ 1
a $ {0, . . . , n� 1};
L (m, ga) :: L

return L(m)

Sign(m) 4
=

S  m :: S;
h H(m);
return f�1

sk (h)

✏ = Pr[GEF : h = fpk(�) ^m /2 S]

f

y f
✏0 x f
sk f�1

sk (y) x
GOW

✏0 = Pr[GOW : x = f�1
sk (y)]

GOW

sk

GEF Hash(m) = fpk(�)
� Hash(m) f



Hash(m) y
�

m y
qH + qS

i
j

(qH + qS + 1)�1

q = qH + qS
m

GOW

GOW
4
=

(pk, sk) KG()
a0 $ {0, . . . , n� 1};
x Inv(pk);
return x = f�1

sk (ga0)

Inv(pk) 4
=

L [ ];
P  [ ];
i 0;
j $ {0, . . . , q};
(m,�) A(pk);
return �

H(m) 4
=

if m /2 dom(L)then
if i = j then

h ga0

else

a $ [0..n� 1];
h fpk(g

a)
P  (m, ga) :: P ;

i i+ 1
L (m,h) :: L

return L(m)

Sign(m) 4
=

S  m :: S;
h H(m);
return P [m]

Pr[GOW : x = f�1
sk (y)] � (qH + qS + 1)�1Pr[GEF : h = fpk(�) ^m /2 S]



g n
q q = qH + qS

g

(^) : group⇥ int! group

dlg : group! int

pkey : key pair ! public key

skey : key pair ! secret key

f : public key ⇥ group! group

f�1 : secret key ⇥ group! group

q � 0



f
8(x : group, kp : key pair).{x = f�1(skey(kp), f(pkey(kp), x))}
8(x : group, kp : key pair).{x = f(pkey(kp), f�1(skey(kp), x))}

8(x : group).{gdlg(x) = x}
8(a : int).{dlg(ga) = a n
8(x : group){0  dlg(x)} ^ {dlg(x)  n� 1}
8(a : int, n : int).{0  a}) {a < n}) {a mod n}

(mensaje, firma)

! group;message! group}

KG
key pair

GEF

GOW

G1 j
I

j



G1

G1
4
=

(pk, sk) KG()
S  [ ];
L [ ];
M  [ ];
I  [ ];
i 0;
(m,�) A(pk);
h H(m)
j $ {0, . . . , q};
return h = fpk(�)
^ m /2 S

H(m) 4
=

if m /2 dom(L) then
i i+ 1
a $ [0..n� 1];
L (m, ga) :: L
M  (i,m) :: M ;
I  (m, i) :: I;

return L(m)

Sign(m) 4
=

S  m :: S;
h H(m);
return f�1

sk (h)

M, I
H

Pr[GEF : res ^ i  q] = Pr[G1 : res ^ i  q]

i res

GEF ⇠ G1 : = {pk, sk, L, S, i, res}

H inline j
derandomize

wp
a

rnd
a

j G2

trivial

G1 j

G1

M I

G1 ⇠ G1 : {res ^ i  q ^ j 2 dom(M) ^m = M [j]}h1i ()

{res ^ i  q ^ j = I[m] ^ 0  I[m] � q}h2i



Pr[G1 : res ^ i  q ^ j 2 dom(M) ^m = M [j]] =

Pr[G1 : res ^ i  q ^ j = I[m] ^ 0  I[m] � q]

j
{j = I[m]^0  I[m] � q} (qH+qS+1)�1

q = qH+qS+1

Pr[G1 : res ^ i] ⇤ q�1  Pr[G1 : res ^ i  q ^ j = I[m] ^ 0  I[m] � q]

EasyCrypt

G2 G3

G2 j

a0 i  j

a0

j L[M [j]]

G2

G2
4
=

(pk, sk) KG()
S  [ ];
L [ ];
M  [ ];
i 0;
j $ {0, . . . , q};
(m,�) A(pk);
h H(m)
if i  jthen

a0 $ {0, . . . , n� 1};
else

a0  dlg(L[M [j]])
return h = fpk(�)
^ m /2 S

H(m) 4
=

if m /2 dom(L)^
(i  j ||
M [j] 2 dom(L)) then

i i+ 1
a $ [0..n� 1];
L (m, ga) :: L
M  (i,m) :: M ;

return L(m)

Sign(m) 4
=

S  m :: S;
h H(m);
return f�1

sk (h)



G1 ⇠ G2 : = {res, pk, sk, L, S,M, i, j,m} ^ {j < i}) {j 2 dom(M)}h2i

Pr[G1 : res ^ i  q ^ j 2 dom(M) ^m = M [j]] =

Pr[G2 : res ^ i  q ^ j 2 dom(M) ^m = M [j]]

G2

a
G3

a0

G3

G3

G3
4
=

(pk, sk) KG()
S  [ ];
L [ ];
M  [ ];
i 0;
j $ {0, . . . , q};
if i  jthen

a0 $ {0, . . . , n� 1};
else

a0  dlg(L[M [j]])
(m,�) A(pk);
h H(m)
return h = fpk(�)
^ m /2 S

H(m) 4
=

if m /2 dom(L)^
(i  j ||
M [j] 2 dom(L)) then

if i = j then

h ga0

else

a $ [0..n� 1];
h ga

i i+ 1
L (m,h) :: L
M  (i,m) :: M ;

return L(m)

Sign(m) 4
=

S  m :: S;
h H(m);
return f�1

sk (h)

G2 G3 eager sampling

G2 ⇠ G3 : = {res, pk, sk, L, S,M, i, j}

Pr[G2 : res ^ i  q ^ j 2 dom(M) ^m = M [j]] =

Pr[G3 : res ^ i  q ^ j 2 dom(M) ^m = M [j]]

i = j



G4

bad true

i 6= j
ga fpk(ga)
ga � m

fpk(ga) = H(m) = fpk(�) = fpk(ga)
f

f
f P

G4

G4
4
=

(pk, sk) KG()
S  [ ];
L [ ];
M  [ ];
P  [ ];
i 0;
bad false;
j $ {0, . . . , q};
a0 $ {0, . . . , n� 1};
(m,�) A(pk);
h H(m)
return h = fpk(�)
^ m /2 S

H(m) 4
=

if m /2 dom(L)then
if i = j then

h ga0

else

a $ [0..n� 1];
h fpk(g

a)
P  (m, ga) :: P ;

i i+ 1
L (m,h) :: L
M  (i,m) :: M ;

return L(m)

Sign(m) 4
=

S  m :: S;
h H(m);
if j 2 dom(M)^
m = M [j] then
bad true

return f�1
sk (h)

G3 ⇠ G4 : = {res, L, S, pk, sk,m,�,M, j, i}



a
rnd

L h
ga ⌘ fpk(ga)

a = dlg(fpk(ga))
a = dlg(f�1

sk (ga))
rnd dlg(f�1

sk (ga)) dlg(fpk(ga))
a

Pr[G3 : res ^ i  q ^ j 2 dom(M) ^m = M [j]] =

Pr[G4 : res ^ i  q ^ j 2 dom(M) ^m = M [j]]

G4 M [j] /2 S
bad

true

G4 ⇠ G4 : = {res,m, S,M, j, bad} ^ {j 2 dom(M) ^M [j] /2 S}) {¬bad}

¬bad

Pr[G4 : res ^ i  q ^ j 2 dom(M) ^m = M [j]] =

Pr[G4 : res ^ i  q ^ j 2 dom(M) ^m = M [j] ^ ¬bad]

G5

bad P [m]

bad
verdadero bad

Pr[G4 : res ^ i  q ^ j 2 dom(M) ^m = M [j] ^ ¬bad] =

Pr[G5 : res ^ i  q ^ j 2 dom(M) ^m = M [j] ^ ¬bad]

Pr[G5 : res ^ i  q ^ j 2 dom(M) ^m = M [j] ^ ¬bad] 

Pr[G5 : res ^ i  q ^ j 2 dom(M) ^m = M [j]]

G6

P [m]



G5

G5
4
=

(pk, sk) KG()
S  [ ];
L [ ];
M  [ ];
P  [ ];
i 0;
bad false;
j $ {0, . . . , q};
a0 $ {0, . . . , n� 1};
(m,�) A(pk);
h H(m)
return h = fpk(�)
^ m /2 S

H(m) 4
=

if m /2 dom(L)then
if i = j then

h ga
0

else

a $ [0..n� 1];
h fpk(g

a)
P  (m, ga) :: P ;

i i+ 1
L (m,h) :: L
M  (i,m) :: M ;

return L(m)

Sign(m) 4
=

S  m :: S;
h H(m);
if j 2 dom(M)^
m == M [j] then
bad true
r  P [m]

else

r  f�1
sk (h)

return r

G6

G6
4
=

(pk, sk) KG()
S  [ ];
L [ ];
M  [ ];
P  [ ];
i 0;
bad false;
j $ {0, . . . , q};
a0 $ {0, . . . , n� 1};
(m,�) A(pk);
h H(m)
return h = fpk(�)
^ m /2 S

H(m) 4
=

if m /2 dom(L)then
if i = j then

h ga
0

else

a $ [0..n� 1];
h fpk(g

a)
P  (m, ga) :: P ;

i i+ 1
L (m,h) :: L
M  (i,m) :: M ;

return L(m)

Sign(m) 4
=

S  m :: S;
h H(m);
return P [m]

Pr[G5 : res ^ i  q ^ j 2 dom(M) ^m = M [j]] =

Pr[G6 : res ^ i  q ^ j 2 dom(M) ^m = M [j]]

G7

ga
0



G7

G7
4
=

(pk, sk) KG()
S  [ ];
L [ ];
M  [ ];
P  [ ];
i 0;
bad false;
j $ {0, . . . , q};
a0 $ {0, . . . , n� 1};
(m,�) A(pk);
h H(m)

return � = f�1
sk (ga

0)

H(m) 4
=

if m /2 dom(L)then
if i = j then

h ga
0

else

a $ [0..n� 1];
h fpk(g

a)
P  (m, ga) :: P ;

i i+ 1
L (m,h) :: L
M  (i,m) :: M ;

return L(m)

Sign(m) 4
=

S  m :: S;
h H(m);
return P [m]

G6 ⇠ G7 : = {L, S,m, j,M, pk, sk, P, a0, sigma, i}^

8(m0).{m 2 dom(L)} = {m 2 rng(M)}h1i^

{j 2 dom(M)})M [j] 2 dom(L)}h1i^

{L[M [j]] = ga
0
}h1i^

{res ^ j 2 dom(M) ^m = M [j]}h1i ) {res}h2i

Pr[G6 : res ^ i  q ^ j 2 dom(M) ^m = M [j]] 

Pr[G7 : res ^ i  q]

GOW

f

G7 ⇠ GOW : = {res, a0, pk, sk, j} ^ {�h1i = xh2i}

Pr[G7 : res ^ i  q]  Pr[GOW : res]



GOW

GOW
4
=

(pk, sk) KG()
a0 $ {0, . . . , n� 1};
x Inv(pk);

return x = f�1
sk (ga

0)

Inv(pk) 4
=

L [ ];
P  [ ];
i 0;
j $ {0, . . . , q};
(m,�) A(pk);
return �

H(m) 4
=

if m /2 dom(L)then
if i = j then

h ga
0

else

a $ [0..n� 1];
h fpk(g

a)
P  (m, ga) :: P ;

i i+ 1
L (m,h) :: L

return L(m)

Sign(m) 4
=

S  m :: S;
h H(m);
return P [m]

Pr[GEF : res ^ i  q] ⇤ q�1 = ...  Pr[GOW : res]

q = qH + qS + 1
i  q q

EF : res ^ i  q] ⇤ q�1  Pr[GOW : res]

res

resEF h = fpk(�) ^m /2 S
resOW x = f�1

sk (y)

res

EF : h = fpk(�) ^m /2 S ^ i  q] ⇤ q�1  Pr[GOW : x = f�1
sk (y)]
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a



KG, f, f�1

H
r

KG(n) = (pk, sk) KGf (n); return(pk, sk)

Firmar(sk,m) = r $ {0, 1}k0 , return(f�1(sk,H(m||r)), r)

V erificar(pk,m, (�, r)) = return(f(pk,�) = H(m||r))

k0

qH(k) H qS  2k0

Sign ✏(k)
t

f ✏0 t0

✏0 � (1� 1

qs
)qs✏ ⇡ exp(�1)✏

t0  t+ (qH + qS)O(tf ) + qhqSO(k0)

k0 � log2(qS)
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⇤⇤ ⇤⇤

⇤⇤ ⇤⇤

⇤⇤ ⇤⇤

⇤⇤ ⇤⇤

!
!

�
!
!

!
!

⇤⇤ ⇤⇤




8
=

8
=

8 =

8 =

8  ^  �

8  ) ) =

8
⇤ 

8
⇤ 

8
^ = ⇤

⇤⇤ ⇤⇤
⇤

! !

⇤⇤ ⇤⇤

⇤
⇤⇤
⇤⇤
⇤⇤
⇤

�
¬



= ^ ¬

�
¬

= ^ ¬

⇠ =)

h2i h2i

^  = ^ 

⇠
=)

^
8 h1i = h1i ^
8 h1i = h1i ^

h1i h1i ^
8 h1i ^ = h1i )

h1i ^ h1i = ^
h1i ^ h1i  ^ h1i h1i ^ h1i = h1i h1i 
h2i ^ h2i  ^ h2i h2i = h2i ^  h2i h2i ^

h2i h2i  ^



h1i ^ h1i  = h2i ^ h2i 

^
8 h1i = h1i ^
8 h1i = h1i ^

8
h1i ^ = h1i ) h1i ^ h1i =

�

^  ^ ^ = =
^  ^ = ^  ^ 

⇤ ⇤
^  ⇤ 

^  ^ = ^  ^ 

�
¬ ^  _

 �
= ^ ¬

⇠
=)

^ h2i h2i ) h2i h2i
h1i

^
h2i  h2i _ h2i h2i h2i ^



h2i h2i ) h2i h2i
h2i

^  ^ ^ = =
^  ^ ^ =

�
¬ ^  _

=

 �

= ^ ¬

⇠ =)
 �

⇤ ⇤

h1i = ^ ¬ ^  _

h2i

⇤ ⇤



⇤ ⇤

^  ^ ^ = =
^  ^ ^ =

¬
=

�

^ =

�

= ^ ¬



⇠
^  _ h1i ^

h1i = ^ h1i = =)
^  _ h1i ^
h1i = ^ h1i =

⇠
^  _ h1i ^

h1i = ^ h1i = =)
^  _ h1i ^
h1i = ^ h1i =

⇠
=)

^
h1i = ^ h1i =

^ h1i  h1i ^
h1i = ^ h1i =

^  _ h1i ^
h1i = ^ h1i =

^  ^ ^ = =
^  ^ ^ =

⇠
=)

^
h1i ) ¬ h1i h1i ^

^ ¬ h1i ) ¬ h1i

^
8 h1i ) h1i ^
8 h1i ) h1i ^
8 h1i = h1i ^

^ h1i  h1i

�

^  ^ ^ = =
^  ^ ^ = ^ ¬



^ =

⇠
=) ^ ¬ h2i )

^  ^ ^ = ^ ¬ 
^  ^ ^ = ^ ¬

^  ^ ^ = ^ ¬ 
^  ^ ^ =

¬
=

�



�

= ^ ¬

⇠
=)

^
8 h1i ) h1i ^
8 h1i 

h1i _ h1i h1i ^ h1i h1i = ^
8 h1i ^ h1i ^

¬ h1i h1i _ h1i h1i )
h1i h1i = h1i ^

h1i = ^ h1i =

^  ^ ^ = =
^  ^ ^ =

¬
=

�



�

=

⇠
=)

^
8 h1i ) h1i ^
8 h1i = h1i ^

h1i h1i ) h1i h1i h1i ^
h1i h1i h1i = h1i ^

^ ^ = h1i ) h2i

^
8 h1i ) h1i ^
8 h1i = h1i ^

h1i h1i )
h1i h1i h1i ^ h1i h1i h1i = h1i

^  ^ ^ = 
^ 



¬
=

�

�

=

�

⇠
=) ^ h1i = h2i

^ h1i = h2i
h1i h1i



^  
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