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Abstract— This work proposes a novel utilization of Instant allows to route IP traffic between connected sites.
Messaging (IM) services as an ubiquitous network layer for  This paper is organized as follows. Sectjoh Il introduces
h . 0 '
protocol encapsulation and transmission. As more than 70% of relevant concepts and motivates the work. In Se M, a

organizations and almost all home users do not block IM traffic, .
this work evidences a latent vulnerability of the technology that CONceptual architecture of the components and the complete

can be exploited. A working prototype was implemented using Solution is presented. The software components used are pre-
Open Source Software. The prototype combines an IM client with sented in Sectiop V. In Sectign] V first results of experiments
a tunnel that was used through public IM services to transmit are introduced. Main contributions of this work are collected

arbitrary content. The measured bandwidth is of the same order . . :
of the one provided by a dial-up modem. Preliminary experi- in Sectior{ V] and the paper concludes in Secfion VII.

mental results are presented and initial security considerations

suggested. Il. MOTIVATION
Keywords: Instant Messaging, Internet Protocol, tunnel, VPN,
OpenVPN, GAIM Instant Messaging has become ubiquitous and is expected to
extend the reach of e-mail and make overall messaging market
|. INTRODUCTION grow. IM plays a key role in the Interactive Collaborative

Instant Messaging (IM) is a new set of communicatiofnvironments (ICE) markets and the focus of its development
applications and protocols that have widely spread all ovisr based on commercial aspects like market penetration. A
Internet. It is a new medium of communications over th#ide variety of problems exist and can include IM messages
Internet. Instant Messaging is a means for sending small, sig&nt in clear text, no local routing, no namespace control, no
ple messages that are delivered immediately to online usedditing or logging, easy introduction of threats and more,
Acceptable delay and jitter of the applications allows usef§pending on the IM protocol.
to establish one-to-one or one-to-many written conversationsCurrently, 34% of e-mail users also uses IM and penetration
which complement classical e-mail and phone communicatiéifo organizations raised to 54% after 40% in 2002 [1].
mechanisms. The speed of this deployment is not only diéspite of the growth in the organizations, consumer IM
to the fact that it is a useful application, but that it was frorfilients continue to dominate the use of IM in the workplace
the beginning freely available and simple to use. A regul@hd in the Internet.
user can download and install an IM client and set it up. IM During Q1 2005, 71.2% of the organizations did not block
clients are designed to require almost no configuration aHd traffic. Moreover, most home computers do not block IM
they can adjust their communication mechanism to bypaisffic either. The most common threat associated to IM is the
firewalls or HTTP proxies. This facts inverted the way applioss of productivity, and organizations are mostly concerned
cations are deployed in organizations. Network administrat@ constraining personal contacts to work-related contacts. In
found themselves with a new application already deployegyme special fields, like some banking organizations, there are
and being used not only by employees but managers. T$fecial regulations that force all the traffic to be recorded, for
general misconception is that text messages are harmlesguiiting purposes. As IM isnly text it is mostly considered
is only text. Thus, the most common security scenario for IN® be harmless.
deployment within organizations is to allow only text messages The other immediate key feature of the IM is iirstantane-
and block other exchanges. ity. A normal chat session requires a minimal communication

With this in mind a proof of concept prototype was develdelay. There is already enough delay on the fact that messages
oped: IPoIM. The IPolM is a modified IM client that allows IPget transmitted only when the user sends it.
traffic tunneling through publicly available IM servers. When The broad diffusion, lack of control and instantaneity
a IM connection is established between two IPolM clients, theuggests that all the requirements for data transmission are
IM channel is turned into an IP tunnel. Moreover, TLS is usealready present. In the following Subsections will develop this
to provide end-to-end encryption and privacy. The IP tunnebncepts together.



A. Conceptual grounds Provisioning of a software network device was also ad-

The security related aspects, together with the capabilitié€©ssed by software reuse. There exist several projects that
of the technology, suggested thatythingcan be transmitted. Provide the required network services. _
The reader can perform a simple experiment, consisting inWeé opted for Open/Free solutions that provide platform
uuencoding [ an arbitrary file to obtain &extualrepresen- independence, clean and documented implementation.

tation of the file. Afterward, using cut-n-paste on thender
side into the IM client message window, it is possible to
transmit the image. On theeceiver side, again using cut-n-  Architectural decisions were based on software-reuse and
paste, it is possible to reassemble the possibly various instast on a from-scratch design. The solution is built as the
messages, andudecode to exact a copy of the original composition of existing software components. Their combi-
file. Most IM clients provide means for file-exchange, bugation allows the encapsulation and transmission of network
the implementation isoutbound an additional connection is traffic through IM. Before presenting the details of selected
created, generally between both ends, for such purpose. Tiisiding blocks, we will present general characteristics of
experiment, and IPolM, shall be understoodisound We instant messaging and tunneling tools.

will explore in Section[Tll-A further aspects of general IM

architecture. A. General IM architecture

This nave confirmation allows us to practically see that we Following description deals with instant message traffic,

can turn digital content into some |IM-compatible represeq]ééaving aside services like VoIP services or file transfers. The

tation format and transmit it as a standard IM sequence Q&neral framework and terminology for IM is taken from [8].
messages. ) Instant Messaging applications use non standard and non
~ What different types of content can be transmitted? Whaje oneraple protocols from different vendors. Despite of that
is this good for? The first answer we found was to develqp. commercially deployed IM services share several com-
a communication-like APl wrapper that automatizes the ol characteristics. There exist a group of Instant Messaging
ing/decoding process. The API (named IM sockets) wouldy,sions which are classified asrverlessThey are generally

provide a Berkeley-like set of socket primitives, but has thg,,ved inside small organizations and their protocols do not
drawback that software has to be developed to use it. The; o properly.

design decision was taken so as to favor fast development
and software reuse both for development and testing. The IM Server Farm
simplest way of reusing existing communication software is —

to provide communication services at the OS level, so client
applications would communicate through it. Interfacing the
solution to existing software is automatically achieved. Adding
an interface allows any network application to "just” use it.

I11. ARCHITECTURE

B. Design considerations ==

I nternef‘*--;.,

Key issues during the development of the solution were
software reuse and portability. The prototype implementation ﬁ ﬁ
len len

shall concentrate on communication aspects more than on OS

integration and IM client implementation. Fig. 1. General Instant Messaging Architecture
Several problems are faced when connecting to public IM

services. There is no up-to-date or standard definition of mostI

publicly available IM protocols. The exception is the protocal

Jabber [2]-[5] which has a standard and up-to-date definitidh. . L

Services based on it (like Google Talk) can be access veral servers are deployed and different tasks are distributed

with clients based on a standard specification. Protocols "ngngst them. _ .

Microsoft MSN [6] and Mirabilis ICQ OSCAR [7] were When a Client A initiates a connection to another

standardized in their original versions, but protocol furthe ,l'eml Bb , both 0; themEcor;]nect to the IM ierverdpc_)ol, rllot q
evolution was not standardized. Implementations of stand ectly between them. Each message exchanged Is relaye

MSN protocol do not interoperate with current on-line server _rough thg IM servers. Most p'roto.cols open a TCP connection
The standard solution is to reverse-engineer the protoc §tween client and server, which is closed after some seconds

which was out of the scope of the work. To work around "inactivity to minimize stale connections at the servers.

the lack of standards and to avoid the complexity of protocMany p-rotocols provide some level of encryption in the
development, the decision was taken in favor of softwar&onnection between the client and the server, but messages are
’ decrypted and encrypted back while being relayed. From the

client’s privacy point of view, the relaying process introduces
1A binary to ASCII converter. a vulnerability in the end-to-end communication.

nternet wide solutions are based on servers, as represented
Figure[]. Due to load requirements, the general case is that

reuse.



Also related to privacy is the fact that endpoints of thenessages are transmitted inside a TCP stream, over IP packets.
communication do not know the IP address of their counte#n IP packet that is about to be transmitted through the tunnel
part. They only need to access well-known IM Servers. Thg caught at the tunnel interface, encrypted and compressed by
user trusts the IM Service provider his originating connectiche tunnel. Afterward it is converted into an IM compatible

address. representation and sent as an IM message inside a TCP/IP
) stream.
B. Tunnel overview
Tunneling techniques are widely deployed and currently ‘ 1P packet ‘
mostly associated with security. In the general caseinael ‘ TCP segment ‘
implements atunneling protocal a network protocol which
encapsulates one protocol inside another. When protBasl | IM message |
encapsulated within protoc@), P treats@ as it would be a \ Textual representation \
data link layer as it provides point-to-point services. Details
of @ network are isolated fromP. Tunneling can be used

for providing Virtual Private Network (VPN) functionality
features like encryption and privacy through public networks.
Different tunneling/VPN solutions exist like IPSec, GRE,
IPolP, L2TP, TLS, etc. Figure[3 shows the successive encapsulation stages per-
formed. It is notorious that any particular implementation of
this solution would pay an important overhead price.
From the architectural point of view, the resulting solution

Fig. 3. Abstract traffic encapsulation representation

Network - will provide the same end-to-end services of the tunnel, but
] messages are interchanged through IM servers. Higure 4 shows
= — = a conceptual representation of IPolM. The tunnel is built
ﬁ ﬁ on top of the IM service and provides the same end-to-end

features as a standard tunnel.

Fig. 2. General Tunneling Architecture

IM Server Farm

The general case is that both ends of the tunnel are con-
nected using services of the netwaFkwithout a central or
dedicated special component. The general tunnel architecture L3
can be graphically depicted in Figufé 2. If compared to
Figure[1, tunneling does not present a single convergence point f 4,
of all concurrently connected users. This leads to the fact that o %%%
there is no single point that connects all the tunnels. Moreover, " Internet
there is no intermediate that decrypts and encrypts communi- R M tume ——
cation flows. T_he immediate privacy result is that, prgvided_ ﬁ ﬁ
proper encryption schemes, an adequate level of privacy is
achieved, without the need of trusting an intermediate service Fig. 4. Conceptual architecture of IPolM
provider. As endpoints of a tunnel are directly connected, they
need to know each other’s IP address, with the loss of privacy
generated by the fact that both endpoints know where is their IV. BUILDING BLOCKS

counterpart. This Section introduces the basic building blocks directly
used to implement our prototype. Focus is placed on the facts

. _ . _ _ ~ that guided our decisions, which proved to be accurate by
IPoIM is built merging a tunnel with an instant messagingheans of results.

service. Basically, the tunnel is used to perform network
interface level handling and provide end-to-end privacy. THe GAIM
decision of providing end-to-end privacy is not a requirement Gaim [9], [10] is a multiplatform, multi-protocol instant
for IPoIM encapsulation, but it is a powerful value addednessaging client. It is compatible with MSN Messenger [11],
The end-to-end privacy combined with the fact that the IMahoo! Messenger [12], AOL Instant Messenger [13] and ICQ
architecture abstracts the actual IP address of each endpfiid], IRC [15], Jabber [16] and Google Talk [17], among
combines strengths of both approaches. others.

The tunnel is interfaced with the IM client, so that every The Gaim project starts in 1998. It is an Open Source
packet exchange is redirected through the IM server farm. Ifi&velopment licenced under the GNU General Public License

C. IPolM architecture



(GPL). Currently, it is in active development, and it has googrocessing is preserved, what is bypassed through the IM

documentation for end users and developers [10]. server is inter-node communication.
The core communication functionality, located in OpenVPN creates a virtual interface in the host that is
libgaim , is implemented as a software library. It carexecuted. According to the assigned network address and

be invoked and used independently from the graphicdile defined routing table in the host, packets might need to

interface, making it suitable for a system-like daemobe transmitted through that interface. OpenVPN establishes

process. Based on the API documentation, it is possible @0SSL/TLS connection between endpoints, which is used

use the core library without considering the particular detaifer all required communications. Packedsteringthe virtual

of the IM protocols. interface are forwarded through the secure connection to
To use this prototype in real networks it is specially impotthe counterpart for further routing. IPolM implementation

tant to choose a multi-platform software, like Gaim. It rungeplaces the direct SSL/TLS connection between OpenVPN

on a number of platforms, including Linux, MacOS X, andlients with IM messages. Berkeley socket handling routines

Microsoft Windows. like accept , connect etc. are replaced by IM connection
Considering source code and good documentation avdirndling primitives.

ability, Gaim is a multi-protocol and multi-platform software OpenVPN presents some distinctive characteristics com-

perfectly suitable for our needs. pared to other tunneling technologies. Particularly, as it uses
SSL/TLS for transport, it utilizes services of the application
B. OpenVPN layer. OpenVPN allows the configuration of SSL/TLS connec-

OpenVPN [18] is an Open Source project licensed under tfigns both over UDP or TCP. This enhances usability, as it is
GNU General Public License (GPL). OpenVPN is a softward ety S|mple to conflgqre connectlons_ over f|reV\{a_IIs.
solution which allows networks at different locations to bg °" (e implementation purposes, it is beneficial the fact

securely connected (tunneled), using a public network titis able to run over UDP: it already splits the traffic
the communication layer. In each endpoint, OpenVPN ustio @ single sequence of datagrams. A simple to implement

TUN/TAP [19] virtual interfaces, that can be manipulated bzpproach 'S to bypass UDP communication using a sequence

programs in the user space. The end-to-end connection u feéeXt messages through an IM service. This configuration

the industry standard SSL/TLS [20] to provide privacy anaermit us abstract communication issues like persistence, frag-

authentication. OpenVPN works as follow: after two hosts a entation, retransmission, congestion control, etc., which is

authenticated and connected, it creates a virtual interface (T@r ady implemented in OpenVPN over UDP. Implementation

or TAP), that others programs can easily use like any Oth%?legates this work to OpenVPN implementation, which is

interface. When a IP packet arrives to the TUN/TAP virtuaeflre?dy telsted an;:i Yal'dt?]tid hby 'tf uzer _commuglty ' that IM
interface, OpenVPN encrypts, encapsulates and sends it to thz.e only constraint that has 1o be Imposed 15 that 7
remote connected machine. At the remote machine, the J vices does not provide arbitrary length messages. Valid

6 ;
packet is decrypted, authenticated, and de-encapsulated, (!13 messages range from 0 1 bytes in length,
finally put in its virtual TUN/TAP interface. which does not apply for IM messages. As we do not want to

OpenVPN has clean source code and good documentati'mnplemem some fragmentation protocol when converting UDP

It runs on different platforms, including Linux, MacOS X, andgatagrams |_nto M messages, we _opted to I_|m|t maximum U_DP
message size. We indirectly limit UDP size by configuring

newest Microsoft Windows. It is easy to configure in these . . ; .
. -appropriately the MTU size of the interface. This parameter
platforms, and smoothly integrate same software ports (li . X o
épends on the IM service, but all of them impose some limits

winpcap [21] for Windows). : . o
Basing our solution on Gaim and OpenVPN projects, th maximum message size. The set of software building blocks

achieve a simole and portable implementation and their interconnection are depicted in Figufe 5.
P P P ' Modifications performed to OpenVPN'’s source code com-

prises three different sections of the code. The first modifi-
cation concerns access tmnfigurationfile. IM connection

The following two Subsections give a more specific andescriptors are required. Configuration parameters added are:
technical insight in how the solution was developed and, protocol: IM protocol name to be used in the connection.
present some of the preliminary results and benchmarks, account: name of the IM account to be used by current
The first Subsection deals with some implementation details, endpoint.

including required modifications and usage patterns of the, account-to: name of the IM counterpart for the commu-

building blocks. The last one specifies some of the different njcation link.

test case configurations deployed, together with initial meg@pe rest of the necessary information for the IM commu-

surements gathered during the execution of these tests.  pication (e.g.: account's password) is gathered from Gaim’s

configuration parameters through the pair account-protocol.
The second modification was introduced at the beginning
The core of the prototype is based on a modificatioof the main communication block. It involves tivétialization

of OpenVPN’'s main block. Behavior regarding local nodand setup of Gaim module. It establishes the IM connection to

V. IMPLEMENTATION AND FIRST RESULTS

A. IPolM implementation



the IM server, authenticates the given account and initiateseveral benefits. First of all, it abstracts our implementation
wait loop until the communication counterpart gets connectedom the underlying problems (i.e. no IM communication
The third processing block that was altered is associatpbtocol was implemented). This also allows execution over
with IM message reception and transmissiti transmission any IM protocol that Gaim implements. Additionally, it allows
corresponds to the reception of an IP packet through the tuntied individual replacement of some of the different involved
interface that has to be sent to the other end of the tunnel.biocks. This implementation could be altered by replacing, the
this case the implementation must transmit the received packdtblock (Gaim) or the codification algorithm. For replacing
through the IM connection. Additional information needs to bhe IM block the only modification needed is tA&1 for the
appended to the packet so as to mock counterparts OpenVIRNservice. All the necessary information and functionality is
and simulate message arrival. The necessary information é&mcapsulated there. In this case we use the Gaim block for
the other side of the communication link to understand thike service but it is quite easy and understandable to change
delivery, includes the virtual IP address of the original sendirfor another IM service implementation. The replacement

and the network packet itself. of the codification algorithm is quite different because there
IM Messages are of structured types referrethBmmation- is an abstract interface that allows the programmer to have
blocks Information-blocks are composed by: several implementation algorithms at the same time. Each time
. from-addr: local (virtual) IP tunnel address algorithm related functions are called, the programmer must
. data-len: length of the packet specify the algorithm.
. to-send: original packet to be sent As an implementation conclusion its important to remark

The new object, composed of this three items, is copied {3t the design decisions were made based on the idea of
memory. As transmission through an IM service only allow@ak'ng, an initial prototype for testing f"md not for end-users.
data in text format, the messages have to be converted itfyas |mpl_emented fqr POSIX _and Windows p_Iatf(_)rms, and
some textual representation. We opted for the well knowgsted on Linux and Microsoft Windows. Interfacing issues are
and extensively usedase64 [22]. Using Base64 the almostidentical for both implementations.

information-block is converted into its textual representation. preliminary test results

and transmitted. . .
. . . L .. Durin velopment ph le and working protot
Upon reception of the information-block at destination, |i uring development phase a stable and working prototype

: S . as developed. One of the initial concerns was regarding the
is decoded and accessed in its binary format. Based on b 9 9

. . . X . efficiency of the solution. Conversion ®ase64 and further
information-block received, the OpenVPN block is feed W't%ncapsulation into IM messages adds overhead. In Flgure 6

all the signals required to mimic a standard packet receptitwe plot the overhead added to incoming traffic. Size of IM

Afterward, control is pas§ed to the OpenVPN, which CYansmitted messages over MSN service is plotted over the
continue the local processing.

size of original packets. Data was gathered sniffing real traffic,
produced using ICMP messages with different sizes.

IPolM
OpenVPN

2000
TUN/TAP
Virtual

Interface 1800 -

1600 |

Fig. 5. General architecture of IM Software 1a0e -

1200 |

To meet asynchronous requirements of the signals handled,
the implementation was decoupled in two threads; one for
each service. The first thread is in charge of attending the  sf
IM service, it has to send and receive all the messages
(encapsulated packets) through the IM communication. The
second one is in charge of attending the virtual communication

1000 [

Transmited IM size (B)

L L L L L L L L L L
o 100 200 300 400 500 600 700 800 900 1000 1100

link, and it has to send and receive the packets from/to the NoEici K BacketisLzs {B)
virtual interface. These two threads have to share the appli-
cation’s context, which contains all required communication Fig. 6. IPoIM overhead

parameters including tunnel and IM static information and also

information about the different states (p.e.: received new IM A simple linear approximation of the overhead is given

message). Access to this structure has to be serialized to ayvwydo(z) = 1.3z + 355, where z is the length of the IP

inconsistencies due to concurrent access. packet to be transmitted. It is not completely simple to model
The methodology followed based on the interfacing dhe overhead function, as it is dependent of the payload.

existing solutions provides a modular implementation witbpenVPN performs LZO compression to the traffic before



its transmission. Structure of a standard IM message addsl B were physically close to each other and also, deployed
an almost fixed-size control structure. We conclude that thedifferent continents. In all cases, RTT and throughput were
burden added to small messages is very big, compared to mEisistent. It suggests that the bandwidth limit is imposed by
network protocols, reaching an overhead of about 500% fibre IM service provider and not by the solution.

64 byte ICMP messages. The third test using a local IM server showed better perfor-

The next logical step was to validate communication capmance results than the first two executed through the Internet.
bilities of the solution and to obtain some benchmark resultdleasured bandwidth was of 138Kbps and RTT was 100ms.
Testing tools were selected from the RFC 2398 "Some TestingThis initial results validates the concept and show that it is
Tools for TCP Implementors” [23], which suggests a group gfossible to use IM foiseriouscommunication purposes. For
tools for this purpose. Not all the tools presented there weper team, it is a clear confirmation that it is worth making
used, as some of them were not ported to our target OS ahd effort of releasing IPolM as a product and completing
others were not suitable for our purposes. evaluation of communication capabilities.

The selected tools were: NetPerf [24], TcpTrace [25] and
TTcp [26]. These tools are all known, maintained and suitable
for this kind of tests. Test tools generate and observe trafficThe first relevant and remarkable fact is that it works.
between two processes running on different hosts. FighreDuring the development process there always existed a shadow
shows the network configuration used during the tests. of a doubt about the actual possibility that there might exist
some classification rules from the server side. We were not
able to doubtlessly know it until we finally implemented
our first version of the tool. After we managed to transfer
several megabytes of information through publicly available
IM services, we confirmed our guess that it is not only

] 7 theoretically possible but practically usable. Bit-rate, latency
H and jitter were better than expected.
Clent 8 esthosta Even though the implementation cannot be considered more

BB
than a proof-of-concept prototype implementation, it allowed
Fig. 7. Test configuration. us to do several tests using this novel transport. First of all,

after having the connection established, we concentrated in

Even though it is possible to run selected validation toolg|igating the communication channel as already presented

from client hosts, we decided to separate the hosts that run m@ Despite of that, we alsplayed aroundwith the
IPoIM client from those used for testing. IPoIM client run ofynnel. We managed to run smoothly interactiesnet

client A and Client B hosts, turning them into routers whichnd ssh sessions with very good responsiveness. Another
connect networks A and B through MSN service. test performed was to browse Internet through the IPolM

The following tests were executed: tunnel by setting up a proxy on one end of the connection

o Test 1 - Basic Functionality: The objective of this tesand configuring the browser accordingly on the other end.
is to get the first performance indicators under a normBrowsing experience is not completely satisfactory for up-to-
situation. Both IPoIM clients A and B uses GNU/Linuxdate standards, but can be compared to dial-up, modem based
as Operating System. The IM service used was Microsefecess. Another application that was tested ¥ips, with
MSN. satisfactory results.

« Test 2 - Interoperability: IPoIM Linux Client vs Microsoft  We were not able to establish an adequate VolP connection
Windows Client: The main objective of this test is tahrough the IPoIM tunnel. We tested H.323 and SIP based
validate cross-platform capabilities of the solution. Theoft-phone clients, with TCP and UDP transports, but we did
IM service used was Microsoft MSN. not manage to obtain a flux with the required quality for real-

o Test 3 - Local Area Network Test - Wide vs Local: Thaime audio. Ongoing work is addressing the technical issues
objective of this test is to evaluate prototype performaneg this point, but we believe that there is some buffering
using a local IM server. The IM service used was a locgkoblem that delivers messages in bursts instead of keeping
Jabber server. the original cadence. The soft-phone discards most packets

All previous tests were executed without any abnormébr arriving out of time. We are still unsure if the buffering

result, and gave consistent results through different togisoblem is inside our solution or from the IM server side.

and configurations. A remarkable fact is that results welWhile performing these tests, we found that when the amount
consistent all through the different tests, time of day amuf traffic transmitted through the tunnel gets close to the
geographical distribution of networks A and B. Tests executééndwidth limit, the jitter grows. While this behavior is normal

using Microsoft's MSN service produced a consistent througfer low-bandwidth connections, the user perception is that it
put of about 22Kbps, with mean Round Trip Time (RTT) obehaves worse that an equivalent connection. Also ongoing
550ms. The measured throughput was consistent using T@&k addresses this issue to determine where the buffering,
and UDP transport protocols. In different tests, Networks And thus, the jitter is introduced and to try to correct it as

VI. FINAL REMARKS

IM Server Farm
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much as possible. It is possible to attach some packet schedslgggests a stable throughput 22 Kbps through different tests
to the tunnel device, but we need to know better the traffising the Microsoft's MSN protocol as the IM service. This
characteristics to be accurate and use as much as possibleooimunication speed could be compared to a dial-up modem
the available bandwidth. connexion.

Our prototype evidenced some random stability problems.For users of IM services this work exposes an existing
They could not be associated to traffic patterns or other usdgeent risk. The possible malware usage of the IM service,
factors so far and is being addressed currently. can be achieved using the initially conceived safe service, that

An important benefit found due to the fact that we used as "only text”. It is important to mention that it is not an
existing IM client instead of developing the protocol inside ougxploit, but a simple usage of the service. Considering the
solution, is that we are able to adapt easily to different protodaict that approximately the 70% of enterprises do not control
versions and details easily. As an example, we were ablell traffic, this work shows a security vulnerability that affect
use Microsoft's MSN service both with the direct connectiomost of Internet connected user systems.
to the servers and by proxying the traffic through a HTTP Presented results provide grounds for future research, and
Proxy. From the connection establishment point of view, theecurity testing tools. Team’s ongoing work addresses the
only requirement is to modify configuration files and launchewly exposed security challenges.
the client that is behind the proxy. The immediate result is that
jitter grew from about 500ms to about 4000ms. This is due
to the fact that messages reach the client through an HTTHE] Osterman Research Inc. (2006)_ http://www.pstermanresearch.com/.
polling mechanism that is constantly checking if there ard? P SaintAndre. (2004) E_Xte-n sible M?Ssagmg and Presence Protocol

(XMPP): Core. ftp://ftp.rfc-editor.org/in-notes/rfc3920.txt.
new instant messages relayed at the IM servers waiting {8 —. (2004) Extensible Messaging and Presence Protocol
be transmitted. In this scenario everything that worked before 51)(()’1?22}?2(::;;23;6;2: Messaging and Presence. ftp:/ftp.rfc-editor.org/in-
still works, but interactive sessions are difficult to use an% _ (2004,'0'“) Extensible Messaging and Presence Protocol
bandwidth is noticeably reduced. (XMPP): . ftp://ftp.rfc-editor.org/in-notes/rfc3922.txt.

Despite of previous facts, we believe that results are al§]l —— (2004, Oct) Extensible Messaging and Presence Protocol

. . (XMPP): Extensible Messaging and Presence Protocol (XMPP).
adequate proof of the idea and also are able to point out & g, rtc-editor.org/in-notes/rfc3923.ixt.
latent security issue regarding IM usage. [6] R. Movva and W. Lai. (1999) MSN Messenger Service 1.0 Protocol.
It is possible to imagine a user leaving his IM session_ http:/www.hypothetic.org/docs/msn/iedfaft.txt.

. . g% (2006, May) Oscar Protocol - Open System for Communication in
open before going home. From his house, he can access zqaitime. http:/fiserverd.khstu.ru/oscar/.

internal resources of the company, provided that he NAT8] M. Day and J. Rosenberg and H. Sugano. (2000) A Model for Presence
the traffic or alter some routing definitions. This usage can and Instant Messaging. ftp://ftp.rfc-editor.org/in-notes/rfc2778.txt.

. o . [9] (2006, May) Gaim - A multi-protocol instant ing (IM) client.
be performed without knowledge of the administrators usmé] (http:,,gair?_/s)oufc'gorge_nn;?,_' protocol instant messaging (IM) clien

accepted services. [10] S. Egan,Open Source Messaging Application Defelopment: Building
Even though there are companies that forbids IM or audit and Extending Gaimser. For professionals by professionals. Apress,
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